Assignment: Online Security Defenses

Research and discuss the following security defenses and how to implement them

1. Anti-virus/Firewall Software- A firewall is a safety barrier between a private network and the public internet. The firewall monitors the information coming in and going out. It is set up and maintained by the administrator making rules and access. There are different kinds of firewalls, like “Host-based” which is software that is installed on computer and only protects that computer. Windows comes with this. Another is a “Network-based” firewall. The Network firewall protects the entire network. Then there is a “Stand-alone” firewall which is offered by the host service and router use.
Anti-virus software is the key tool that scans your files and system for unknown malware and viruses. It continuously monitors your system for suspicious activity and blocks threats as they occur. It must be updated all the time to be effective. implementing a comprehensive antivirus strategy involves not just installing software but also creating a culture of security awareness within your organization. This multi-layered approach helps ensure that your systems remain protected against evolving threats.

2. Secure Socket Layer (SSL)- SSL certificate is like an online I.D. card. Usually, the web host will offer this security, if not there are 3rd party companies that you can obtain. It makes information sent online encrypted and verified the sender and receiver through a handshake and once confirmed the information is sent through and decrypted on the receiving end.
On my hosted domain the company has SSL available if you click the box and pay $16, I think it was, or it was included with the service.   

3. Strong Passwords- Are important to limit the possibility of security threats and loss of information on a system. The harder the password is by making it long, unrepetitive, unique and changing often are ways to enhance the security of the password.

4. Password Managers- securely store and encrypt your passwords, they generate strong unique passwords for each account you have. You only need to remember one password instead of all the passwords. This enables you to have non repetitive passwords across your accounts and is maintained and created uniquely by the service. 

5. Two Factor Authentication- (2FA)

· What is it and how does it work? (2FA) Two-factor authentication adds an extra layer of security by requiring two forms of identification: something you know (password) and something you have (e.g., a mobile device or security token). This significantly reduces the risk of unauthorized access.
· What are the different types of multi factor authentication? There are a few types of multi factor authentication. 
- SMS-Based: A code is sent to the user’s mobile phone via SMS.
-Authenticator Apps: Apps like Google Authenticator or Authy generate time-based codes.
-Hardware Tokens: Physical devices that generate codes or connect via USB.
-Biometric: Uses fingerprints, facial recognition, or other biometric data. 
· How would you implement this in an application? Choose a 2FA method that suits your needs and convenience. Use API or built in security features. Inform users on the system to use it and be security aware. Regularly update and review.
After a user enters their password, you can have them receive a QR code that they can scan and that gives them a new verification code that they then enter on the site that lets them in. 

